IT COMPLIANCE "o

Stay ahead. Cerlify your security.
Get compliant.

Regardless of whether your objective is to get smarter about the protection of your assets or to aim
fowards compliance certification, our experts can assist fo assess your current state of compliance
and support you to address any vulnerabilities that stand in the way of your cerfification.
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IT Compliance

This UK Government backed certification risk of falling victim to cyber-crime and, critically,
scheme is aimed at protecting small and that youre keeping data secure.

medium-sized businesses from the all too
prevalent attacks on their IT systems and their
customer’s data.

More and more businesses, organisations
and individuals are looking out for the Cyber
Essentials logo. You won't stand a chance of

[t's a simple concept that's very effective and securing some contracts without it. In fact, it's
focuses on five specific technical controls. been mandatory for some central Government
Cyber Essentials allows you to demonstrate fo contracts since 2014. It shows that you're

your customers, investors, insurers and others serious and responsible, and, of course, makes

that you've taken the right steps to reduce your a huge difference fo your level of risk.

Five government defined technical controls
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Secure Boundary Access control and Patch Malware
configuration firewalls and administrative management protection
internet gateways privilege
management

Flexible & Affordable The Cyber

Urban IT Solutions are the ideal partner for .
Cyber Essentials certification. We know that Essenfldls Sfd ndCI rd
some businesses need to start from scratch and
others need only a little help. Our solutions fit
around you and are excellent value for money.

The time to start managing your cyber security
is now. Cyber Essentials is a UK Government backed
scheme that encourages businesses to take
simple and controlled steps to reduce their
exposure to the risks of cyber crime. Having
the Cyber Essentials Standard is a testament
of your organisation’s credibility and ability
to keep your own and your customers’ data
secure.As an Accredited Cyber Essentials
Practitioner, we can work with you to get your
business in a Cyber Essentials ready state or
take you all the way through to certification.

Cyber Essentials Certification

A recognised and highly recommended
Information Security Management System for
GDPR.
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Get Cyber Essentials Ready

The first steps fo cyber security.

* Security Assessment based on
Cyber Essentials criteria

* Vulnerability Scan fo assess
any current cyber security
exposures

* Reported Outcomes of
Assessment

e Security Action Plan for your
business

Prices start from only £750

Cyber Essentials Certificate

Fully managed service fo get your
business Cyber Essentials certified,
allowing you fo display the Cyber
Essentials badge on all your
branded material

* Completion of Cyber Essentials
questionnaire of your behalf

* Vulnerability Scan fo assess any
current cyber security exposures

* Reported outcomes of
vulnerability scan

¢ Reported outcome of any
fechnical or policy gaps

* Support to address fechnical
and policy gaps

* Submission of Cyber
Essentials questionnaire fo the
accreditation body

Prices start from £1295

Cyber Essentials Plus Certificate

Whilst both Cyber Essentials

and Cyber Essentials Plus are
recognised by the GDPR, Cyber
Essentials Plus will carry more
weight with your customers. This
is because in addition to the
steps included in Cyber Essentials
certification, the Plus certificate is
only issued when your business
has been externally verified

for cyber-attack mitigation by
the certification body. Once
these extra checks have been
completed successfully, you can
display the reassuring Cyber
Essentials Plus badge on your
branded material

Prices start from only £1695

It's vital that your team members understand the role they play in keeping your business secure. We'll help
you to develop and launch clear workable policies which fit your organisation and ensure you'e fully
prepared for Cyber Essentials cerfification.

1ISO27001 Implementation

ISO 27001 is another Information Security Management System (ISMS) standard which specifies how
information security is managed and is applicable to every type of organisation. Unlike Cyber Essentials,
this ISMS standard is noft restricted to electronic records but includes written and all other physical forms
of information storage and distribution.The Standard forces reflection on management structures, policies
and procedures, with positive improvements that reach beyond information security.

Urban IT Solutions can provide full support during the implementation stages of ISO27001 getting you
ready for audit and continue to support you through your ongoing surveillance visits.

www.urbanitsolufions.co.uk



IT Compliance

Security Breach Initial Response

If you are unfortunate enough to have a data breach that results in the infroduction of a virus, we will
isolate and remove it as part of any of our IT Support packages, just as long as you are up-fo-date with
your approved virus protection routine.

GDPR Consultancy

With the changes to the data protection laws, businesses still need to implement important
steps to ensure they comply. GDPR isn't all about IT related areas and is very much a business
requirement. However, as GDPR practitioners, there is a great deal we can do to help you with

compliance.

GDPR Training and Compliance Support:

Our customised GDPR consultancy will support
your compliance needs. Our service includes
staff training and the introduction of policies
and procedures required by the regulations.

GDPR IT Security Compliance Assessment:
Get an understanding of how compliant

your business is from an IT perspective. Our
technical consultants will complete a Technical
Security Health Assessment in line with the
GDPR Principle 6 (infegrity and confidentiality)
and prepare a report thereafter which will
highlight security issues and detail a remedial
action plan.

Data Subject Access Request Support:

Rights of Data Subjects are a key factor to the
GDPR. If a Data Subject requests details of all
the data you hold relating to them, you have
only one month to respond, but finding all the
information is offen an expert job. We can offer
the skills and support needed to ensure your
systems are thoroughly inferrogated.

Data Protection Impact Assessments:

GDPR introduced a Data Privacy by Design law
which requires an assessment to be performed
before the introduction of any new process

or system info a business. We can help you
prepare a Data Protection Impact Assessment
fo ensure you comply.
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Vulnerability Scanning

Vulnerability scans are used by the bad guys
to look for points of entry to attack vulnerable
businesses.

It, therefore, makes perfect sense that the good
guys would use similar tools to check for the
same vulnerabilities, reporting back to you to
allow you fo plug any gaps and significantly
reduce your risk of atfack.

A vulnerability scan detects and classifies
system weaknesses in computers, networks
and communications equipment and predicts
the effectiveness of countermeasures. Urban

IT Solutions are authorised to run the industry
leading vulnerability scanning tools to help
you to understand where your vulnerabilities
are and then help you to address them.
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Vulnerability scans can be performed as a one-off exercise, annually, or more regularly
throughout the year if the compliance requirements for your business, such as PCI

compliance demand it.

Get in fouch if you want fo organise a vulnerability scan on your business systems - in safe

hands.

Prices from only £399

www.urbanitsolufions.co.uk



Working with a Managed IT Service
Provider couldnt be easier.

With a huge range of services on offer, we help you to select an approach that
works best for your business.

Packages @ (\3
Choose the IT Support, System Monitoring + §

& Maintenance, Infrastructure and Cloud
Service package that works est for your
business.

IT Support System Infrastructure
Monitoring & | and Cloud
Maintenance | Services

Bolt-ons
Take a look at our selection of < B

bolt-on services which you can ultise

now or whenever you are ready. Data Backup | Cyber
Services Security
Solutions
Ad-hoc
Rest-assured we can help with your IT @
compliance and other IT consultancy

needs. IT _
Compliance

Telephony &
Connectivity .\\

We are experts in Telephony and

Connectivity foo. Telephony &

Connectivity

Of course, if our packages don’'t quite work for you as they are, just talk to us.
We're flexible and we'll get it sorted.

URCA

IT SOLUTIONS

Sales: 03300 948 760

www. urbanitsolutions.co.uk




